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Statement of
[AMIEL HIRSCH
Directoc
Program on Nuclear Policy
University of Callifornia, Santa Cruz
Bafore ‘the
BURCOMAITTEE O GENMERAL. OVERSIGHT AND INVESTIGATIONS
of tha
CCOMMITTEE OW INTERIOR AND IMSULAR AFFAIRS
U.8. HOUSE OF REFAESENTATIVES

Resgacd 1 ng
PROTECTION OF HUCLEAR REACTORS FROM TERRORISM AND SAROTAGE

March 9, 1984
Washington, D.C.

Introduction

My name ls Danlel Hirsch. 1 am Dlrector of the Program on Nuclear
Policy, an intecdisciplinary cessarch and toaching program at the University
of Callfornia, Santa Crug, and chair of the Program's Wuclear Terroriasm
Tesearch Group which, for several years, has bean examininm caont lona calated
to the adequacy of cuttent protectlons agalnst theft of nuclear materials and
againit savotage of pucloar facilitles. 1 appreciate the invitatlon E___ thee
Subcommitteo to report ko you on the results of some of the latter work; it
should be made clear at the outset, however, that any views sxpressed here
today are solely my own and and not necessarily those of the University of
California,

Mowhwre L& the teccaclst threat of more concern tnan in the nuclear
area, The Pear that subnatlonal groups might acquire puclear weapons--
particulacly thecugh theft of plutonium or weapons-grade uranium--is one of
the ganuine nightmares of cur age. A companlon fear, although not as
thoroughly studlied to date, is that tecrorists could threaten to danteoy
nuclear energy facilitiea, resulting in vast quantities of radioactivity

being dispersed over lapge acean of populated teceitory.



Given this country's oft-stated priority of dealing effectively with
the tecrorist threat, and glven that few aspects of the terrocist threat ace
mOre Wortblsome than the prospect of nuclear bercorism, one weuld Promume
that very high prlocity would thecefore be given to protecting nuclear
facilities. A review of the record in this regacd suggeata that this im far
Erom the cams, Mational polloy cegarding nuclear terroclsm appeacs far moce
a casa of avoiding than of coming to geips with the problem.

We have pecformed several studies regarding the curcent fallure to
adwquately protect neclear ceactors [rom teccorist attack or Babotage. As 1
can mecely summarize thelr conclusions in ehia teatimony, T request that the
full studlen be lncluded In the record; a more complete discusaion of those
mattars as well as detailed citations can be found therein. Among the kary
Peints:

o The Nuclear Requlatory Commisslon (WRC) requlations to protect
caactors agalnst sabotage and terrorist acts have not been revised
in a decade, desplte a teipling in terrecist incidents
internationally and a five<fold increase in key safequards eventa at
U.5. power reactors.

@ Those regulations cequire protection only agalnst a very small group
of "several” saboteurs, acting as no more than a single team, on
toat, with relatively small quantities of uwsophinticstsd wWaapona
ard explosives, and the assistance of a maximum of one insider,

o The cegulatory exemption for threats not on foot moans ceactors are
not required to be protected againet truck bombe,

@ Documents obtalned under the Presdom of Informatlon Act reveal that,
aftar the Reirut truck bombings in 1981, the NR® commenced an uEgank
rulemaking to requice such protectlon, Three months later, the NRC
suspended action on the proposed rulm, “pending cesulta af
research.," MHowever, the research reaulta, fcom a etudy by Sandia
Mational Laboratory, had been provided to the MR two weeks earlier,
The Bandias conclusjonsg

The cesults Ahow that unacceptable damage ta vital reactor
syatems could occur from a relatively small charge at close
distances and alsa from lacger buk still reasonable nize
charges at large setback distances [greater than the
protected area for most planta),

o Four years later, the NRC still has not acted to rogquire protection
against truck bombe at reactota.

o The fallure to come to grips with the teuck bomb threat 18
symptomatic of A lacger eegulatory failure in the nuclear terrorism
aced.

Thams and related mattecs ace discussed in more detail below,

The WRC'S "Denign Basis Throat" Regulations

The marimuem tecrocint attack against which commercial muclear uu__.in.
plants in the United States are requiced to be protected is called by the
HRC the "design bamls threat" (DBT). Like its cousin, the design banla
sccidents=the DRA, the worst accident for which ceackors are required by the

HWHZ to o prepaced, ome in which thw core doesn't melt-<it is characterized

lass by what nucleat facilitios muat protect agalnst than what thay need
not and as such are both & kind of cequlatory flctlon. The NRC's current DBT
requlations axempt nuclear u_nnru plants from having to protect againat
radiclogical sabotage attempts by:

o more chan one lnaidee;

o more than "several" extecnal attackers (defined in the HRC case law an
an astonishingly small numbec)

o attackers capable of operating as more than one team, i.0., capable of
enploying "effective team maneuvering tactica®™ [41 FR 34310 (July 5,
1977) ac 34311];

o woapona of greater sophlsticatlon than hand-reld sutomatic weapons oc
exploaives or other equipment |n quantities or alzan larger than can ba
hand-careied (#.9., no requitement to protect againat truck bombe);
and

o "enemied" of the United States, a tecm undeflned {n the regqulatciona
exowpt an to include both nations and persons.

10 C€FR 73.14{a) (1}, 10 CFR 50.13



Purthermore, to defend against cadiological sabotage that could affect
tena of thousands of cltizens, nuclear facilitles are coquired by the WRC to
have only o minimum of five armed guacds of other scmed, tralned personnel.
[10 CFR 73.55(h1{3)] (It smhould be noted that, although the KRC has
concluded that this number of guards is sufflelently "conservative™ to cepel
the maximum threat to a facilivy, even the nuclear (ndustry finds this an
absurdly low level, with many licensees employing subscantlally larger
numbera than the regulationsa prescribe.)

Moat of theas safeguards cequirementa--or pechaps more accucately
stated, safequards exemptlons<-were promulgated ln the 197421976 pericd and
became final in early 1977, The prohibition againat conaldecing protectlon
againet actacks by "enemlen® of the United Statea came into offect a dicade
earlier, apparantly (n an attempt ko remove a troublesome lesue Ceom a
contentious ceactor ligensing case. Dedplte o radical inceeanse in the
incidance and natute of terrorismt and other atkascks worldwide, the design

basis threat regulations have cemained unchanged ever slnoe,

The HRC's Fationale

The design basis threat requlations were rationalized when promulgsbed

on the [ollowing basas:

o Intelllgence Information that there wWwece no known groups
"having the combipation of motivation, skill, and rescucces to
attack a fuwl facility or a nuclear power teactor™

-] atudies (particularly the Rasmunnen report, WASH=-1400)
agserting that redundant safety [estures made sovers core damage
"non-credible™

- the belief at the time that prospectlve tercocists had
demonstrated an unwillingneas to undertake actlons that would
result in large numbers of casualties; the assection of "mofal and
policical constralnta" preventing tercocist action resulting in
large damaqe,

Each of these assumptlons has been called into question in the time
nimce ehe promulgation of rule; thus, thess facilitlies may ba unprepaced for
the real kinds of threats that exist in today's world, In 1979, in the wake
of an avalance of mehodological ceitlelsma, the NRC withdrew endorsement of
tha probabllity estimates of the Raamusson copoct cegarding the 1lkelihood
of severe core damage accidents. A few months later, the TMI accident
provided empicleal demonstration that the assumptions of severe fuel damage
being "non=credible” were in error aven for accidental deatcuction, lat
alene lntentional acts, {(After the accident, the NRC announced that ite
"Joeaign batln accident” assumptions-gubstantial fuel meleiog assected to be
"non=credible=-had beean proven wrong by the TMI incident and that
subsexquently, at least in environmental assessments, such accidents would be
conaldered, Safety and securlty requlatlons, however, which had been based
on the ecconeous DBA assumptions wete not changed.)

MAitionally, the capabilities, motivation, and pescucces of tereorist
groups appeat to have grown algnificantly in the peciod aince the NRC
arrived at its threat basis, Furthermore, any assumptlion of "moral and
political conmtrainta® preventing terrocisca feom Eaking lacge numbecs of

lives meema mers wiahful thinking In the wake of reocent aventa.

Trands in Terrorism

Porhapa ehe most Impoctant factor undermining the valldity of the NRC's
cureent dealgn basls theeat aied asnscolated securlty cequitementa--one which
provides a powecful arqument for thelc cevision--in the cadical chamge in
the incidence and natuce of teccorism alnce thoss dotecminations were
originally made, For example, since the Nuclear Regulatory Commission
promulgated the most pecent of these safeguards mtandards, intecnaticnal

terrorint incidentas have approximately tripled, from an avorage of
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approximately 130 per yesr in the nlne years prior to the rulemaking eo an
average of approdimately 400 annually in the last few yoars.  (See Flgues 1)
Fatalitios in terrorist acts averaged 10-20 por year in the late 1960s; In
thie 1980a the flgure (8 200-700 annually. (Figure 2} The number of
incidents with fatalities averaged a litele more than 20 per yoar before the
dasign basis theeat was last codified; thorealter the pumber mora than
tripled, (Figure 1)

Thesa trends ace ceflected (n the commercial nuelest sector as well,
The number of tercorist incldenta involving nucloar facilitles abroad han
risan an ocdec of magnitude since the promulgatlon of the most cecent threat
basis. (Figure 4)

One cannot acgue that 0.8, nucleac power facillties are exempr from
these international trends. The NRC's own data compilation for lts

reactors, the Safequacds Summary Event List, HNUREG-0525, indicates that

safeguards events, excluding bomb hoaxes, have increased five=fold aince the
last revislon to the deslgn basls threat requlacions, up to nearly 70 much
incidenta in the most recent year reported. (Flgure 5)  An indication af
the seriouaness of this domestic trend ls highlighted by examining one
category of these safequatds events: There wore no reported incidenta of
tampet ingvandal ism svents during the period the dealgn basls threat was
being promulgated, but now there are ten or so per yosr, some quite serious,
involving disabling of major safety equipment. (Flgure &)

The capabilition of terrorists have aleo increascd, with simultaneous
multiple events coordinated with considerable precislon, One of the mose
dramatic demonstrations that the NRC's deslgn basls theeat assumptlons ace
outdated occureed on May 14, 1986, at the Pala Verde Wuolear Power Plank in

Ar { zona, Within minutes of sach other, three of fout offslve powsr lines

wore disabled. Fortunately the teactors were down at the time, as these
pabatage acts could have had very seclous consequences. To pravent Cuel
melting, reactors require offaite power to operate cooling equipment; thece
are backup diessl genecators, but these are notorioualy uncellable and have
been subject to & number of sabotage incldents thomselves. Because the
powar towers ate subatank|al diatances from each other and were attacked

esuentially simultanecusly, it appeacs likely that this incident exceeded

the HRC's deslqn basis threat asaumptions--the attackers obviously worked as
more than ane team, sppeared to use wehicles, and may well have invelved a
group largee than what HRC han defined as “sovaral® in {ta regqulatory
maximum attacking group.

Even bafore the Palo Verde lncldent disproved the remalnling vestliges of
the underlying assumptlons for the NRC's mecurity requlations, the
commission's safequards chief, Robort Durpetk, had reportad to ehe Avisocy
Commitbtee on Reactor Safequacds that the "consecvatiam of [the] prosent
socut ity posltion has decceased,” Burnett clted the following factora as

resulting In the ecoaion of the current secucrity positlon:

& SIMULTANEGUS MULTIPLE EVENTS
= BEIRUT (TWO DOMIS WITHIN 2 NOURS)
= KUWAIT (SIN ROMME WITHIN 2 HOURS)
o RECENT COORDIMATED ATTACKS ESCALATED TO MASSTVE PERSONNEL CASUMLTIES

o LACK OF SPECIFICITY IN INTELLIGENCE [NIORMATTON

Morthaless, the NRC's design basls theeat tegulations remalned uncharged,



Failure to Revise Dosign Basis Thesat Assunptions

The increase in capabilicy of potential adversacien and the redoced
margin of safety in required protection against these developments avae
cleacly reflected in & 1984 MRC memorandum, SECY-R4-216, deallng with
SecUElEY Moasuras At non-powet feactors, but equally applicable to all
coactors

Currently avallable lnformation contalos no indication of a mpecific

thesat aimed at a domestic nuclear facillty, However, recent actn by

internatlonal tecrocista have shown that a -ma_.__:#n_-:n advecsary

nnm_u_.:nu can motecinllze without sufflcisnt :-n:ﬂﬂ [com Ehe

n “Communlty. Theome recent Acts In other countries have also
lnmuu—nm a significant {ncrease In sophistication, eoordlnation, “and
Therefore, it may be prudent ta

willingnens to commit violence.
conslder addltional, domest ie;, securlty measarea,

femphanis added)

(Tt should be noked that in some publle statements, Commiaaion
offlolals have clited the fiest sentence in the above statement while Leaving
out the significant conclusions that follow. It ls doubtloas krue that the
NRC currently has no information of a specific group planning a specitic
terroriat action againat a specific nuclear facllity., However, prudent
secutlty planning does not permit awaiting intelligence Infarmatlon that
Group A plans to undactake Action B against Reactor € bafoce protectlng
teactors agalnat possible hacmful acts. As the full statement above makos
clwar, "slgnificant advecsary capability may arime without sufficient
warnlng feom the intelligence community. Banks do not awalt intelligencs
information that a pacticulac Individual or geoup (a8 plaaning a pobiwey At
their branch pefore locking up thelr Cunds in safes. Furthermors, doapl to
the explliclt Tcranlan theeat In June 1987 that it might acrange for 1.8,
nuclear facilities to be atteckod, the NRC still took no actlon o protect

its facilities,)

i i s s L

In short, the capabllitiea of terroriscs have greatly escalated,
rastraints on their actions have evaporated, the alze of the risk (both
frequency of incidents and magnitude of caaualtles) ham substancially
incesaned, the Information readily ovallable to potontlal terrorises is moch
more extenslve, and the ability to protect facllities (via sufficient
warnlfeg) has become non-exlstent. Geoups olearly have tha capability of
working in teams undertaking simultaneous, coordinated actiona and using
woapona and explosives moce lethal than those that can metely be carrled by
hardl. The threat has changed, but the design basis hasn'e.

eapite clear evidenow that the design basis threat assumptions
satabliohed a decada ago are dangerously outdated, the NRC has not pevised
them. This inaction is despite statemsnts by the Commisslon, when the
requlations wece adopbed, that tha lovel of protection they were cequicing
then was “"sdoquate and prudent at this time" (emphasis added) and a
recogqnition that new facts could acise o the underlylng ansemption change
with time. In fact, the Commiusion peom sl

The kind and degrae of threat and vulnerabllities to such

threats will continue to be reviewed by the Commission. Should such

raviews show changes that would dictate different levels of
protection the Commlasion would conslder changes o meet the changed
conditions,

42 PR 10AJG, Pebruacy 24, 1977

A usaful caso abody by which to measure the Commission's peeformance
with regards to this pledge and lta pecformance of its requlatory duties is
thit way it has dealt--or not dealt--wich the truck bomb etheeat. Documents
abtalned undoe tha Freedom of Information Aot coveal a troubllng plotuce of

tha inner workings of the NRC on thim imporeant matter.



Case in Point: The Truck Bomb Problem

Crorc v e
In mid=1983, as part of the NRC's semi-annuval Deslgn Pasls Threat

Roview, it was rocommended that the threat statement in 10 CFR 711 ba
changed to "encompans the use of vehicles by an advecsacy.,” This concern
was generated by the use of such vehicle bombe againat D.5. installatlons
abroad, A formal cecommendation to ohange the dealgn basls theeat co
include woapons or explosives that may be cacrled In vehicles was made on
Januacy 19, L1984 [memorandum, HMcCorkle to Burnett], and on Januacy 27
Burrmtt directed the development of an lemediately ef fective rule conalntent
with that pecommendation. This immediate actlon was called for becausa of
the urgency surcounding the cash of such attacks worldwlde., A timetaole [oc
the rulamaking was eatablished chat would have the rule package forwarded to
the Commission by June 11, 1904, However, subsedquent to the tlme it waa
decided to move forward expeditiously, Durnett and McCorkle agreed "to defer
action® an the proposed rulemaking, pending the cesults of teseacch as to
the potential effects of vehlele bombs directed against nuclear power planta
[mase Burnett to MoCorkle memo, Apcil 26, 1984). Rather Ehan move focwaod in
ther Lacw of the clear evidence that such weapona could be used by terrocists
againat American installatlons, the NRC Staff backed off and decided to
stody the matter. Meanwhlile, all othwe agencies of government polled by HRC
had moved forward expeditiously to deal with the new threat, incloding DOE
for lts nuclear facllities, A few blocks from HRC headquacters, at Ehe
wWhite House, concrobte blocks were put up to daal with potentlal Bruck bomba,
Thet Sectet Service did not walt for indicatlons "thakt such a throat axlsted
in the domestic acena"--they took precautlonary stepa In case such a threat,
which cleacly exisbed abroad directed at hmerlcan inetallatlons, might move

here. 55 did all the other agencles HRC polled. Out NRC Stafl peversed

a

o

ftonlf, defaccing actlon peanding the ceaultn of ressarch 1t had initlated
inko pomsible effects of truck bomba against reactors, results which,
ironically, had come In two weeks earliecr, with rather frightening
conclusiona,  Four yoars later the NRC remalns the anly comparable agency

with no cesponwe to Ehe bruck bomb threat.
taning security at power ceactors on a defined maximum threat of a very

gmall geoup with anly thoss explosives Ehey can hand-carey (10 CPR 71.1])
leaves khona Cacilities highly vulmecable to wehlcular bomba. This omission
was not, however, an oversight. The oclginal proposed securley regulstlons
had Lncluded a provialon requiring "appropclate bacciecs" to ohstruct ready
accass by geound vanleles, but {tv was explicitly deleted from the £inal
pegulation on the following bausls:

The Commission has declded that this propossd provision should be
further studied before teing considered for inclusion in the
"...“_wa_...u.-.ﬂ._.u_._-. This proponed amendment has been deleted from the
Whethee those atudies wore cver conducted Lo unclear, what is clear,

nowever, i that 10 yoaprs later the HRC secucity requlations seill requice
peotection only against a amall group of adversaries on foor, deaplto a
marked rlas in international tecrocism, including acts agalnat puolesr
targetn. ‘Thim cams atudy provides interesting loslgbt ints the falluce of

the gequlatory prooess to come to geips with serious problems,

The Boleut Truck Bombings

A mounting series of cruck bombings directed at American installations
in Ehe Mideast led the issue to be taken off the backburner ak MRC in early
1984, with conalderable urqency. In a press celeasa at the time, the NRC

notiod the
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wublicized svents where U.5. installations overseas have boen the
target of terrorists using wehicle bomba and the Executive Branch's
recunt announcement that security precautlons at ocectaln government
facilities in this country have been upjraded as o result. [HNRC]

Licensess curcontly are not cequired to protect against such
attacks. ...

A8 a matter of prudence, the ataflf La ceviewing chis maceee on a
continulng basis B0 ensure that security cequicements provide for
the continued protection of the public health and safecy,

{emprianin added)

Thie teview by KRC safeguards ataff concluded that the regulabtlona
sl to be changed, and fast. Thay dicected the development of

weainl lmmediately aflfective rule which revises the demign baslae

thewat for both radlological sabotage and theft to lnclude the

introduction by an advecsary of wxplosives and cother equipment by
vehicle. ...

Bocausa of the ucgency of the situatlon, the rule was ko be written in
tha shortest possible time and to go Into effect immedlately upan
publicacion, without the usual delays assoclated with normal rules. At tho
pame time, the HRC contracked with Sandla tatlonal Laboratory to study thw
potencial domage that truck bombe of various slzes could cause at varlous
diatances from a powar Toactor,

Three months later, oo Apeil 26, 1984, all action on the proposed rule
was deferred, "ponding the results of ressarch.” However, those cansocch
cesults had actually been provided to the HRC two weeks earllec. A roview
of these research [indings raises troubling questions about Ehe mannec in
which the HRC has tended to deal (or not deal) with Alfficult tecroriam
probloms .

The tauk the NRC gave Sandla was as follows:

Tarrorist activity in other pacts of khe world has exemplified the

destructive congequences of an explosives=Lladen vehlcle, L., A

truck used as a weapon agalnst a facility. Glven this Ehteat, the

HRC seoks to evaluate the potentlal vulpecabllities of nuclear

facilities In this countey against such actlon, to determine the

"wocat case” potential consequences, and to develop sasil
Implomentoed, cost-offective safeguards mechanisms for preventing

12

flley acowss of such a vehicle.
PR, femphanin added)
on Apeil 13, 1984, the NRC was provided the eamultn of the Sandia
study, Aa the stall subsoquontly reported to the Commissioners:
The pemalts show that unacoeptable damage to vital reactor syntems
could ooour Crom a relatively small charge at close distance and

lso from larger but still reasonable sime charges at large kb
mm-r_.__..nl {greater than the protected area for most plants).

._____.,wnpnn..iznn_.t:_.n._.__._g.u-wnnbnt nan..»____u_.__.“_nu._.-_-_na-.-nn.____..ﬂ_.:unn..
{niktated an urgent tulemaking to address the truck bomb threat, suspend
action on the macter only two weeks alter those extremely disguieting
rosules came in? 1ts action might be easler to underatand had the sequence
of eventn been roversed: m.g., a Januacy 1984 decision to commence resdarch
to e whother truck bombs could cause seclous damage to a ceactor, with
action suspended pending the tesvacch results, fallowed by a subsequent
doclaion to go ahead with an urgent rulemaking to addeess the problam when
ehe pondarch indicated the theeat was a secious ome, Tt is haed, however,

to comprahend why, if the NRC viewed the truck bomb theeat as sufficiently

merious ko commence an immediate rulemaking before the cessarch findings

were avallable, it called off sctlon when the studys conclusians conf Lrmisd
one's worat fears.

An explanation for this strange state of affairs can perehaps o found
in the oglqinal direction the NRC provided to Sandia, An clted above, the
WRC gave Bandia throe ressacch tasks: (1) evaluate the vulnerability of US
nuclear facilities vo a truck bomb attack, {2) determine the potent ial
consaquences of such an attack, and (1) develop eanily implemented, non-
costly mechonlsma for preventing acowesa of explodive-laden vehlcles,

Sandia's ressarch produced unpleasant findinga regacding each of tha

questioon pased, It concluded that nuclear facilitiss in thia country are

13



axtraordinacily wulnerable to truck bomb attacks; that such an abtack could
result In "unscceptable damage™; and that addressing the problem wauld
involve more than just a few concrete [lower pokts or barricadea noar the
reactor, due to Gandia's extraordinacy finding that Sunacceptable damage to
vital rceactor componenta” could pesult even Lf the truck bomb wece detonskod
off-site]l Thus, the problem was graver than previeusly thoughr {and
thecefore more needy of prompt acktlon) while at the same tlme requiring moce
expensive corrective measures (and therefore likely to be resisted more
vigorously by llicenssos.)

As members of the Advisory Commlttee on Reactor Safeguards (ACRS) have
pointed ouk, there is & difference betwesn NRC and obher fedaecal agene leg
which had already taken measures to probect agalnet truck bombse {including the
DUE for its reactors). That difference can help explain why the HREC {8 the
only comparable federal agency not eo have taken domontic precautions agalnat
truck bombs.  The expense of the sscurity measures adopted by the other
agencies was borne by the taxpayor, whereas if WRC expanded its design basis
threat regulations to require protection against wehlcular bomba, the added
security costs would have to be coversed by the utlllties which owned the
nuclear facilities. Hore is o unlque situation whore the level af probecelon
at a nuglear facility im detecmined by who owns Lt cathar than by how many
people could be hurt by fallure of its mecuriey,

S0 long as the proposed HRC truck bomb tule involved only a faw sxtea
concrete barcicades on-sikte, the cost to the licensses would have been minimal
and the polltical cost to the NRC acoeptable. When cossarch revealed that eba
problem was conmiderably more sericous than previously thought, and tha
solution therefore more expsnaive, the regulatory agency appatently felt Lt

could not "afford® bo require action proportionate to the problam.
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This sltuation ralses the pecullar paradox of contemparacy regulatory
agencies such an the NRC with regard to large problems such an the cisk of
nueleac tecroriam, As long as the problem is gmall, and the solution not
contly to those bolng cegulated (and thus not politically costly to the agency
dsing the regulating), the agency feels it can act. However, ahould the
problem tuen out to ke majoe, lovolving slgniticant chaka to the publie, and
the solution thorefore consequential in tecms of costs to the licensees, b
agency comes under substantial internal and eiternal prossure to leave the
problem unattended, hoplng that 1t will go away on Lta own.

Thus, lronleally, it Is only those links in the securlty chain which are
aleaady relatlively atrong that the commiasion fewls it can addpeasn, becouse
they are inexpensive, both economically ko the lioenssen and polltleally Eo
the agency, The weak links, such aa vulnerablility to truck bombns, remain
"defarced pending further study." Yet it is, of coursa, the weak links that

crsate the bulk of the risk to the public and to the nuclear industey itsell.

Cone lualons
(1) The MRC's design basia threat cequlations for power ceactors ard

outdated, dangecously B9.
(20 There is a major contradlicklon in NRC's proposal to revise the
design basis threat for fuel cycle facilitiens, including considecation of une

of vehiclea, but falling to take almilar action for reactors.

Recommierclat lons
(1] 1o cFr 711 aheuld be revised to include use of vahilocles by

attackers, both £ trapsport the attackers and thelr woeapons arkd an A

vehiculag bomb,
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(2) 10 CFR 731 should be revised to include a larger group of external

Attackecs, capable of acting as more than one team, using weapons more

advanced than just hand-carried avtomatic rifles.

{3) 10 CFR 7.1 should be revised ta include conmideratioa of more than

a slngle ineldet., Note that khers have already opean & numbaer of {incidents in

which slzable groups of inmiders at nuclear facilities have been arcested and

charged with Felony conaplcacy for illegal drug tranaactiops; why it ia

Presumed that no more than 8 single insider would e Invalved in ocher kinds

of illegal activity is diffloult ko justify.

{4) FRepeal che 10 CFu 50,13 pronibition of vonsideration of protection

Against attacks by "enemies” of the United States. 1In thia oca of state-

sponsored ceccorism, such & requlatory peohibition makes no [TLTTN

(3) Altec 10 CPR 73.55{h}{3) to requice an armed quacrd force

conaldecably In excoss of five, Tt im hard to take Eeactor securlty seciounly

with such a regulatory standacd of sufficiency.
(68) Addross the attliude and requlatory procedd peoblems that have
pecmitted such an ocutdatod group of securlty requlations bo remain unchangind

for over a decade, desplte the rapid escalation In tercaciam theoughout the

world,
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Attachment 1
Wm:u nirsch
pecent Work In the Noclear Policy Area

1 have specialized in nuclear non-proliferation, nuclear
safegquards, nuclear safety, nyclear terrorism, and nuclear requlatory
{ssues, among other matters. A few exarples of my recent work: My study,
*The Truck Bomb and Insider Threats to Wuclear Facilities,” prepared for the
International Task Force on prevention of Muclear Tecrorism, wWaa publ ished

earlier this year in Leventhal and Alexander, eds., Preventing Huclear

merrocism  (Lexington, Hama.: Léxington pooka, 1987). In June, 1

completed a mtudy entitled sconsideration of Severe Accident Uncertaintles
in Radiclogleal Emergency Responae plan Development,® prepared for the
Institute for Resource and gecurity Studies and Clark Univeraity’s center
for Technology, Environment ard Development, under the sponsorship of the
hree Mile Island Public Health Fund, the court-established fund established
after the TMI accident. My research over the last several yeacs regarding
the policy aspects of reducing proliferation and nuclear tercorism risks by
subgtituting low-enriched fuels for the weapons-grade, highly enr | ched
Geanium (HEY) used in certain types of reactors is sald to have conteibuted
to Ehe recent decision by the U.5. Wuclear Requ latocy Commission to recuire
the conversion of most of its WEU-fueled reactocs to ume of material which,
{f stolen, can't be used to make a ruclear explosive.

Last year I served on a Meclear Regulatocy Commission panel
established to help develop containment performance deslgn objectives for
0.5 commercial nuclear roactors. I curcently merve on a joint panel of the
pedecat lon of American Scientists and the committee of Soviet Scientlsts
analyzing verificatlon issues associated with potentlal deep cuts in U.5.

and Soviet nuclear arsenals.
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